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Etrieve Cloud Security & Technical Overview
Etrieve Cloud offers cloud deployments of Softdocs’ Etrieve platform. Leveraging Microsoft Azure for both deployment and 
hosting, Softdocs handles all maintenance, support and services with our guaranteed 99.5% availability. This document 
outlines security and technical specifications for customers leveraging Etrieve Cloud.

Web Server Overview
▶Single instance virtual machine with premium storage 

File Storage
▶ Geo-redundant storage where data is replicated a total 

of six times—three in the primary region and three in the 
secondary region

▶ Full time encryption over the wire and at rest

Disaster Recovery
▶ The cloud resource allocations ensure minimal data loss 

in the event of a catastrophe 

Database Specifications
▶ Highly available Azure SQL Database

▶ Geo-redundant database storage with estimated 
recovery time < 12h and recovery point objective  
(data loss) < 1h

▶ Automatic backups covering weekly full backups, hourly 
differential and transaction log backups, every five 
minutes (backups are retained for 30 days with options 
for longer)

▶ 250 GB of database storage

▶ Full time encryption over the wire and at rest

Compliance
Softdocs' hosting partner, Microsoft Azure, maintains contractual commitments around the storage, access and 
transmission of data per FERPA; HIPAA; CSA STAR; NIST CSF; DOD 5, 4 and 2; ISO 9001, 200000, 222301, 27001, 27017 and 
27018; SOC 1-3; and supports applications building using WCAG 2.0 (which includes Etrieve).

Handling of Personally Identifiable Information (PII) and other confidential data
As an education-focused provider of enterprise content management, e-forms, and workflow solutions, Softdocs is 
accustomed to data security requirements around FERPA, HIPAA and other federal standards.

The protection of PII is critical and enforced through-out our organization. All employees go through a detailed background 
check and are subject to a data and confidential information handling policy. 

Within Etrieve Cloud, all customer data is stored in a single-tenant environment, ensuring no comingling or undesired 
access to data. No data is stored on-premises at Softdocs, and all confidential information transferred between your 
institution and Softdocs is conducted using secure, encrypted means. 

Security Monitoring and Notification
Softdocs ensures and protects client data using industry best practices. Softdocs monitors Etrieve Cloud activity to detect 
possible threats. If an incident is identified, the Softdocs Etrieve Cloud Operations Team follows Softdocs Security Incident 
procedures to determine the scope and impact and notify clients if data has been compromised. 
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